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SUMMARY REPORT
Public-key cryptography, which underpins the security
of most of the tools we rely on today including cloud
computing, payment systems, the internet, and IoT, is
susceptible to being broken by quantum computers in
the not-so-distant future. Nonetheless, we are still many
years away from a wide-scale transition to new systems
designed to be quantum-safe.
The precise time at which our current systems will be
vulnerable to systemic quantum attack depends on two
key factors. Firstly, how large of a quantum computation
is needed to break these systems, and secondly, how soon
the required resources are available.
This reports focuses on the first part of this equation and
presents our latest work on quantum resource estimates
for breaking the public-key cryptography which is so
heavily relied upon today.

The main recent advance that has made some impact is
a new technique called “lattice surgery” that improves a
state-of-the-art approach to fault-tolerant quantum error
correction. Fault-tolerant quantum error correction is a
complex process that takes faulty physical quantum bits
being manipulated by imperfect processes and makes
them collectively behave as an effectively noiseless
quantum bit. This process is at the core of being able to
harness the full power of quantum computation. The new
lattice surgery technique is able to reduce the physical
resource requirements of a quantum computer by nearly
an order of magnitude.
For example, our revised quantum memory estimates for
breaking RSA-2048 (based on a number of assumptions)
in under 24 hours is now roughly 10 million physical
quantum bits, compared to 50 million physical quantum
bits in our last report. This is still a daunting number of
physical qubits, but it will be important to keep tracking
the downward trend of these resource estimates alongside
progress in the development of relevant quantum
computing platforms.
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